From long, long time ago until nowadays information still takes a serious position for all aspect of life, from individual to organization. In ABC company information is somewhat very sensitive, very important. But how we keep our information safe, well we have many ways to do that: in hard drive, removable disc etc. with other organizations they even have data centre to save their information. The objective of information security is to keep information safe from unwanted access. We applied Risk Mitigation Action framework on our data management system and after several months we have a result far better than before we use it: information more secure, quickly detect incidents, improve internal and external collaboration etc.
Introduction
Nowadays, with a development of Information Technology, many devices were created such as laptop, smart phone, tablet, USB and they prove how important they are, they make our life more exciting, working faster. We can store our data as much as possible inside these devices and bring them everywhere. But on the other side, they are easy to be stolen or lost by their portability and mobile accessed by the hacker who always waiting for our mistakes. In ABC company, the employee always works with laptop, Smartphone, tablet and sometimes work outside the office but most of them don't consider information security as the top priority. Because of that protecting data inside these devices become a tough mission.
Background
In ABC Company, we have an experiment as below: A, the regional sales manager was told that three laptops worth about $6,000 had been stolen. Three members of her team went out for a meeting without locked the door. When they came back, they found out their laptops were missing, probably taken by a thief who could get in the offices, picked up the laptops, and ran away without any doubt from anybody.
By the fact data were stored on the hard disk of the laptops; they lost most of their precious information such as e-mails and sales logs, customer contact lists and detailed product specifications files. Besides that, they also lost a large amount of other important data stored on the laptops, cost estimated at $65,000 in value.
This example gives us a lesson how important to secure data especially business data. Therefore "How to mitigate the loss of information?" is the question that should be answered in this paper.
Threats and vulnerabilities identification
3.1. Threats Table 1 . List of Threats [1] Threats Description Accidental Disclosure The unauthorized or accidental release of classified, personal, or sensitive information.
Acts of Nature All types of natural occurrences (earthquakes, hurricanes, tornadoes) that may damage or affect the system/application.
Alteration of Software An intentional modification, insertion, deletion of operating system or application system programs, whether by an authorized user or not, which compromises the confidentiality, availability, or integrity of data, programs, system, or resources controlled by the system. This includes malicious code, such as logic bombs, Trojan horses, trapdoors, and viruses
Bandwidth Usage
The accidental or intentional use of communications bandwidth for other than intended purposes.
Electrical Interference/ Disruption
An interference or fluctuation may occur as the result of a commercial power failure. This may lead to inaccessible to authorized users or a modification of data.
Intentional Alteration of Data
An intentional modification, insertion, or deletion of data, whether by authorized user or not, which compromises confidentiality, availability, or integrity of the data produced, processed, controlled, or stored by data processing systems. System Configuration Error (Accidental) An accidental configuration error during the initial installation or upgrade of hardware, software, communication equipment or operational environment.
Telecommunication

Malfunction/ Interruption
Any communications link, unit or component failure sufficient to cause interruptions in the data transfer via telecommunications between computer terminals, remote or distributed processors, and host computing facility. 
Vulnerabilities
Methodology
We use Mitigation action point's framework to deploy in our system and meanwhile apply some solutions to reduce threats and vulnerabilities. After that we do monitoring to see whether it helps improve system security. The risk mitigation action points can be described as below:
Mitigation Action Points
• When risk or vulnerabilities exist implement assurance techniques to reduce the likelihood of vulnerability's being exercised.
• When vulnerability can be exercised applied layered protections, architectural designs, and administrative controls to minimize the risk or prevent this occurrence.
• When the attacker's cost is less than a potential gain apply protections to decrease an attacker's motivation by increasing the attacker's cost • When loss is too great apply design principles, architectural design, technical and nontechnical protections to prevent extend of the attack, therefore reducing potential for loss.
Solutions to reduce Threats and Vulnerabilities [4]
• Vulnerabilities scanner • Penetration testing • Create a regulation when using devices to all company's employee • Deploy CCTV, security officer • Data must be stored in many places such as cloud, portable hard drive, server… • Important data must be encrypted • Employ RDS environment with as-needed permissions • Encrypt private information such as social security numbers, birthdays in the database and use KMS for encryption • Utilize EC2 servers that act as a middle service layer behind the same VPN that the RDS is in • When appropriate, use a separate EC2 environment for the Viewer/Presentation layer which is behind a load balancer and Cloud Front (all through the same VPN) • Use powerful on-call monitoring tool for when something goes awry or a website goes down • Segment permissions based on minimum access requirements • Require multi factor authentication • Monitor file integrity
Result after apply security framework
With a security framework and solutions applied, after several months monitoring system we get a result that describe in a chart below. Overall our system security reaches a better result than before. • The capable of identify and prioritize increase 49%.
• Quickly detect and mitigate security incidents increase 47%.
• Data more secure, especially sensitive data increase 45%.
• Understanding security gaps and improve them increase 37%.
• Internal and external collaboration & communication increase 32%.
All results above make our company more reliable, more confident when working under many pressure of secure information.
Conclusion and Future works
With the rapid development of technology and business today, information becomes more important than ever. Sometimes it costs a fortune, protects and keeps information safe also become on the top priority of every organization and person. More threats are coming and put our data in danger. The security framework is necessary to prevent and mitigate vulnerabilities; it also can help us identify the gap in our security policy. From that we can propose solutions and new policy to adapt situations can happen. Figure  3 describes security issues in the world. After apply Risk mitigation action points framework and solutions, we realize how important they are with our system for present and future. With the development of technology, vulnerabilities and flaws come as well. We should keep update to any change in framework and solutions to make the best effort against them.
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